PEKOMEHIATLIMN
0 Mepax M0 TMOBBILIEHUIO 3alUILIeHHOCTU UH(OPMAal[MOHHOW WH(PACTPYKTYPbI
obpa3oBaTe/IbHBIX yupexxaeHuii Poccuiickoit @eneparmu

Ananmu3 cBefeHuEt 00 yrpo3ax 0e30mMacHOCTH WH(OPMALUK, TIPOBOJUMbINA
B YCJOBUSIX CKJIafiblBatollelicss OOCTAaHOBKM, YKa3blBaeT Ha YBeIMueHWe uYuc/ia
KOMITbIOTEPHBIX aTak U CBSI3aHHbIX C HUMU yTeuekK MepCoHaMbHbIX JaHHbIX.

[Tpomo/karoT HUKCHPOBAThCS (haKThl OOJBIIIOTO KOMMUECTBA (UIITMHIOBBIX ITHCEM,
TIOTIBITOK BHEJIPEHUs] BUPYCOB-IIHM(POBaAbIIMKOB Uepe3 MOUTOBLIE BJIOXKEHUS], a TaKKe
PaCChUIOK 3aBeJJOMO JIOKHBIX CO0011jeHui 06 akTax Teppopu3Ma.

B uensx mpeaoTBpallieHUs peanu3aliiu yrpo3 Oe3omacHoCTH WHGOPMAaL[MOHHOMN
nHGpacTPyKTyphl 0Opa3oBaTenbHBIX yupexxaeHud Poccuiickoit ®epepaiiuy Heo6XxoauMo
TIPUHSATD JIOTIOJIHUTE/IbHbIE Mephl 3all{iThl HH(OPMALUH:

1. OGecrieunTh TIPUMEHEHHEe Cpe/ACTB AHTHBUPYCHOM 3all[UThl W aHTHCIIaMa,
a TaK>Ke CBOeBpPeMeHHOe 00HOBJIeHHe UX 6a3 JaHHbBIX.

2. Hactpoutb B CpefCcTBax AHTHUBUPYCHOU 3alLUTHI, aHTHCIIamMa
(Dpu HaIMUKK) IPOBEPKY BCEX MOCTYMAIIUX Ha 3/IEKTPOHHYO MOUTY BJIOKEHUM.
3. I[IpouHdopmrpoBaTh T0JIb30BaTesneun VH(OPMaLIMOHHOU CUCTEMBI

0 HeoOXoZMMOCTH Oe301TacHOM pabOoThI C 3/IEKTPOHHOM ITOUTOM, a UMEHHO:

- BHUMaTeJIbHO MPOBEePSTh afipeC OTIIPaBUTe/IsA, [iake B C/yuyae COBMaZieHUs UMeHU
C y’Ke U3BeCTHbIM KOHTaKTOM;

- He OTKPbIBATh MMCbMa OT HEM3BECTHBIX a/IpeCcaToB;

- IPOBEPSATh MUCbMA, B KOTOPBIX COJEP’KaTCsl MPU3bIBbI K JEUCTBUSIM (HampuMmep,
«OTKpOI», «MpourTaii», «03HAKOMbCS»), a TakKe C TemMaMu Tpo (GUHaHChL, OaHKWH,
reornoIMTUUe CKY0 00CTaHOBKY WK YTPO3bI;

- He TepexoUThb MO0 CChLIKaM, KOTOpbIe COJIePXKaTCs B 37€KTPOHHBIX IHCbMax,
0COOEeHHO eC/ii OHU [I/TMHHbIE UM Ha0OOPOT, UCIO/b3YIOT CEPBUCHI COKPAII[eHHUsS] CChIIOK
(bit.ly, tinyurl.com u T. 71.);

- He HA)KMMaTh Ha CChIIKY W3 MUCbMa, eC/Id OHU 3aMeHeHbI Ha CJI0Ba;

- TIPOBEPSITh CCHIIKW, [la)ke eC/Id TIHMCbMO TOJyueHO OT JIPyroro ToJib30BaTerst
MH(OPMAaLMOHHOM CUCTEMBI;

- He OTKpPbIBaTh BJIOXKEHUs, OCOOEHHO €C/M B HHUX COJAEpPXKaTCs [IOKYMEHTBI
C MaKpoCaMH, apXuBbl C Mapo/isiMU, a Takxke (auinbl ¢ pacimpenusimu RTF, LNK, CHM,
VHD;



- He T1epexoJWTb MO CChIIKAM W He CKauuBaTh (pai/bl, Cofep Kalluecs
BO BXO[MIIMX TIOUTOBBIX COOOIeHUSIX, €C/IU CpeJCTBaMH aHTUBUPYCHOW 3all[UThI
B yKa3aHHbBIX B/IO)KeHUSIX 00HapyKeHO BpeIOHOCHOe TIpOrpaMMHOe 00ecrieueHte;

- BHUMaTe/IbHO OTHOCUTBHCS K TMCbMaM Ha WHOCTPAHHOM sI3bIKe, C OOJBIINM
KO/TMUeCTBOM To/Tydaresieil v opdorpadryecKUMH OITHOKaMU;

- B C/lyyae MOsIBJIeHHsi COMHEeHUM, Harnpas/saTh MOTyYeHHOe MMCbMO KakK B/IOJKEeHHe
a/IMUHHCTPATOpPy UH(OPMAaLIMOHHOW CUCTEMBI.

4. AkTuBMpOBaTh (MO0 BO3MOXXHOCTH) MeXaHU3MbI MPOBEPKU 3/IEKTPOHHOM TMOYUTHI,
MPOBEPKU TOZJIMHHOCTU [IOMeHa-OTIpaBuTe/isi (Harmpumep, HWCIO0/b30BaTb TEXHOJIOTUU
DKIM, DMARC, SPF), a Takke HaCTpPOUTb TIPOBEPKY BXOASIIUX TTHUCEM
C UCII0J/Ib30BaHWEM 3TUX TEXHOJIOTHH.

5. 3a6noKupoBaTh (npu BO3MOYKHOCTH) roJiyueHue T0/Ib30BaTe/st
VMH(OPMAaLIMOHHOM CUCTEMBI B 3JIEKTPOHHBIX MMCbMax B/IO)KeHUHW ¢ paciuupeHusimu ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3a6/I0KMPOBaTh IOCTAaBKY MMCEM OT 3apy0OeKHBIX JOMEHOB-OTIIPaBUTe/IeH.

7. O6ecrieunTb  perysisipHoe  OOHOB/IEHME  HCTIOMb3yeMOro  IPOrPaMMHOIO
obecrieyeHusi, B TOM YKCJ/ie Ha CETeBbIX YCTPONCTBAX (MapLIpyTU3aTopax, KOMMyTaTopax).

8. ObecrneunTsb VICII0/Ib30BaHUe YCTOMUYMBBIX JJTUHHBIX napoJsieun
aJIMUHUCTPATHUBHBIX YUETHBIX 3aIlliCei.

[Tpu mocTyryieHUM Ha afipec 37eKTPOHHOM TMOUThI 3aBeZOMO JIOXKHOTO COOOIeHUsT
00 aKTe Teppopu3Ma He0OX0[UMO MPUHSTH C/IeAYIOLHEe MephbI:

1. TToctynuBitiee coob1rieHre 06 akTe Teppopy3Ma He y/asiTh.

2. OcyiiecTBUTh  KONMPOBAaHME TeKCTa CooOmmeHuss 00 akre Teppopu3Ma
B BU/le CHUMKOB 3KpaHa yCTPOMCTBA (CKPUHIIIOTOB /MO0 (POTOM300pakeHUi, Mo/TyYeHHbIX
nocpeicTBOM 1 poBoi hoToPuKcaun).

2.1. Ha ckpunmorax (oTor3o0pakeHUsix) AO/DKHA OTOOpaXkaTbCs ClieAyroIast
nHbopMalus 06 oObekTe:

- Ha3BaHHWe TeMbl NKUCbMa (B TOM 4YMC/e eC/id NUCbMO He HMeeT Ha3BaHUS:
«<be3 TeMbI>»);

-aZpec  JIeKTPOHHOW TMOYTbI  OTHpaBUTeNs] MHUCbMA,  3a(UKCUPOBAHHBIN
B rpade, 0003HaUEHHOU PeKBU3UTOM «OT:»;

- /laTa ¥ BpeMs OTTIpaB/ieHUs MMCbMa;



- TeKCT TMCbMa (BK/IHOYas MOANUCH K HeMmy, Hampumep: «C yBakeHueM, VBaH
VBaHOB»), KOTOPBIM MOXKET COAEPKaThCsl HEIMOCPEACTBEHHO B MTMCbMe W/U/IM BO BIOYKEHUU
K HeEMY B BU/le TIDUKpeTJIeHHOro (aria.

2.2. 3aduKcupoBaTh Ha CKPUHIIOTe/(OTON300pa)KeHUM Hajauude B ITHUChMe
B/IO>KEHHsI, a TaK)Ke MPU OTKPBITUU ero 3aUKCUpPOBATh aHAJIOTUYHBIM CTIOCOOOM TEKCT,
KOTOPBIM OHO COZIEPIKUT.

3. IcK/mounTh  KOIIMPOBaHME TeKCTa coobmieHHss 00 akTe  Teppopu3Ma
(ckpUHILIOTBI/PoTOM300pasKeHMST) HeHa/J1eXXallero KauecTBa, 00y CJ/I0B/IEHHOTO
HeOpeXXHBIM KOITMPOBaHUeM, poTorpagpoBaHHEM TEKCTOB.

4.Tlpy HeBO3MOXXHOCTH (uKcaluu cooliieHuit 06 akre Teppopus3Ma B BHje
CKPHUHIIIOTOB/(DOTOM300pa’kKeHU OCYI[eCTBUTh WX (PUKCAI[UI0 TIOCPE/ICTBOM  (DYHKIIMIA
KOTIMPOBaHUsI M BCTaBKU B JOKyMeHT Word (C coxpaHeHMeM yKa3aHHOW HH(Opmanuu
06 obnekTe).

5. O noctynuBIieM coo0ImeHnr 00 akTe Teppopu3Ma He3aMeJTUTeTbHO COOOIIUTh
0 eZIMHOMY HOMepY BbI30Ba SKCTPEHHBIX OMepaTUBHBIX C/TYKO «112» 6o B OmvKaiiimii
OpraH BHYTPEHHUX JeJl.

MB/, Poccrvn



